How to do Digital Sign
on e-Mudhra

By
& Bhadreshsinh Gohil,
g \im;% sa@gbu.edu.in
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1. First Login on e-Mudhra with registered Mobile Number

Link is : https://app.e-mudhra.com/index.|sp
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emudhra eSign

INDIVIDUALS

(] Quick Registration using PAN KYC, Aadhaar KYC, Bank KYC
|'z'| Digital Signature without carrying any Hardware token
|'z'| Hassle-free account and transaction management

(] Supported by most popular platforms
Download eSign App
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Windows Android iPhone

Login to eSign
Authenticate using eSign account

Mobile Number
- t91 * 0725545456

QO svsorr T.0TP

“ -

OR

Login with Username & PIN

Don't have an account yet? Enrol Now

Protected by reCAPTCHA =nd the Google Privacy Policy snd Terms of Service spply.

If you have any query, kindly contact Mr. Bhadreshsinh Gohil
on sa@gbu.edu.in
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https://app.e-mudhra.com/index.jsp

2. Dashboard (Click on Start Signing

<« > C M 25 app.e-mudhra.com/dashboard jsp

emudhra eSign

&2 Dashboard
Q, eSign Transactions
# Manage DSC

[@ Subscription Details

New Signature
8 Signed by Me

[ Received Documents

Welcome

GOHIL EHADRESHSINH GAMBHIRSINH

@ GoPaperiess. @ Sign POF files Instantly

eMudhra KYC based eSign

Start Signing

eMudhra KYC based eSign helps you to perform one time KYC to eSign with an Username + PIN + OTP.
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KYC Status: & Verified

#* Shared Documents i

A You have received 1 new document(s). Click here to view and accept the document(s)

o Profile Settings

O Registerad Devices

[A Subscriber Agreement

Download eSign App
Manage all your eSign accounts anywhere, anytime...

If you have any query, kindly contact Mr. Bhadreshsinh Gohil

on sa@gbu.edu.in
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3. Drag and Drop any pdf file OR
Click on “Upload PDF

(_
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app.e-mudhra.com/uploadAndSign.jsp

emudhra eSign

Dashboard

eSign Transactions

Manage DSC

Subscription Details
New Signature

Signed by Me

Received Documents

Shared Documents

Profile Settings

Registered Devices

Subscriber Agreement

Select Document

/)
@ Drag and drop your PDF file here to upload

Maximum of 10 MB to be selected

Protected by reCAPTGHA and the Google Privacy Policy and Terms of Service apply.
Recent Transactions

# Transaction ID

1 20eb043632414906a262205f9ef5716837162571

2 9977b229d8754b0b3261a817312a07ff60116648

3 d3f8ee8chbifadecdadddd48daTec2 74233700457

4 Tfc34b156ab448568h032659f73288782473361

Showing 1 to 4 of 4 entries

If you have any query, kindly contact Mr. Bhadreshsinh Gohil
on sa@gbu.edu.in

Request Date

01-Jan-2024 (03:04 PM)
29-Mar-2023 (10:46 AM)
29-Mar-2023 (10:44 AM)

21-Jan-2023 (04:44 PM)

Show| 5

ocument”

~ | entries

OR

Document

Career porta..

Bhadreshsinh...

Bhadreshsinh...

Firewall (1)...

Upload PDF Document

Status

Actions

Share

Share

Share

Share
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Download
Download
Download

Download
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4. Click on Proceed R
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Select Document
Dashboard

/|
@ Drag and drop your PDF file here to upload

Maximum of 10 ME to be selected

eSign Transactions
OR Upload PDF Document

Manage DSC

Subscription Details

New Signature x

GR for E-sign.pdf P d
4.38 MB hEEs=

Protested by reCAPTCHA and the Google Privacy Poiicy and Terms of Service apply

Signed by Me
Received Documents

Shared Documents Recent Transactions

# Transaction 1D Request Date Document Status Actions
Profile Se;tings 1 20eb043632414906a262205f9ef57 16837162571 01-Jan-2024 (03:04 PM) Career porta... Share | Download | @
Registered Devices 2 9977b229d8754b0b8261a81731ea07ff60116645 29-Mar-2023 (10:46 AM) Bhadreshsinh.. E3 Share | Download | | @
Subscriber Agreement 3 d3f8eedcbifadec9adddd4bdaiec2 74233700457 29-Mar-2023 (10:44 AM) Bhadreshsinh.. E= Share | Download | @
4 Tfc34b156ab448568b03265e9(73288782473361 21-Jan-2023 (04:44 PM) Firewall (1) Share | Download | @

Showing 1 to 4 of 4 entries Show | 5 w | entries

If you have any query, kindly contact Mr. Bhadreshsinh Gohil
on sa@gbu.edu.in
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5. Select any 2 Checkbox & Click Continue (e.g.

Organizational Unit and Organization Name

Select Signature Page for specific page or All pages

€ 2 C @ 25 appe-mudhra.com/viewAndSignjsp

emudhra eSign

Document Name
Dashboard GR for E-sign.pdf

eSign Transactions
Manage DSC

Subscription Details

New Signature
Signed by Me
Received Documents
Shared Documents

nt Setting
Profile Settings.
Registered Devices

Subscriber Agreement

Preview of e-sign

Select Document

Perform eSign

Regarding Implementation of e-Sign and e-Seal
service for the various eGovernance Applications
of the Government of Gujarat.

Government of Gujarat
Science & Technology Department
Block No.7, 5™ Floor, Sachivalaya,
G.R. No. EGV/10/2021/1594/IT
Date: 6" September 2021
Department of Science and Technology has developed e-sign and e-Seal solution for
various Government of Gujarat applications hosted at Gujarat State Data Centre, e-Sign means

an online electronic signature service that can facilitate to digitally sign a document without

any physical digital signature dongle/Digital Signature Certificate. eSign is an online service that
can be integrated within various service delivery applications to facilitate digitally signing of
documents. In this regard, On behalf of Department of Science and Technology, Gujarat
Informatics Limited (GIL) would be the Application Service Provider (ASP) for all applications of
Government of Gujarat. For this, a standalone application has been developed for
implementation of eSign and eSeal service for the various offices & Departments of the
Government of Gujarat. This web based application which will work as a middle ware between
GoG applications and eSign Service Provider (ESP) will also work as ASP for GoG and further
communicate with (Contraller of Certifying Autherities) CCA empanelled ESPs (eSign Service
Provider). All GoG's application will be integrated with the proposed standalone application
and the integration would be API based. Application needs to consume the APl of other system
and develop the API of proposed system. The following are the indicative list of applications
that needs to be integrated with standalone application by the developer, but not limited to:
i.  Digital Gujarat Portal: DST's flagship program for providing eservices at citizens’ door
step. Currently 100+ online Citizen Centric services are running.

ii.  IWDMS 2.0, IFMS2.0, e-Dhara, SATHI, IORA, VISWAS, iKhedut, e-Nagar, IFPS, etc.

2. "alectronic signature(e-Sign)” as defined under section 2{ta) of the IT Act, 2000 and
as inserted by Information Technology Amendment Act 2008, (ITAA) means authentication of
any electronic record by a subscriber by means of the electronic technique specified in the

second schedule and includes digital signature.
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If you have any query, kindly contact Mr. Bhadreshsinh Gohil

on sa@gbu.edu.in
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Complete

Next Step: Signature Settings

o

&

Signature Appearance (You can select any two fields that will appear in
signature, by default Reason and Location will be selected.)

[) Place / Location
[ Reason

Organization Unit

Gujarat Biotechnology University(GBU)

Organization Name

GOVERNMENT OF GUJARAT

Signature Page

Current o Specific

12

Signature Position

Customize

All Pages

g / Drop in the PDF displayed

Signing Mode
@ eMudhra kyC

DsC

Cancel & Start Again
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6. Enter your PIN and Click on “Get OTP”. R

%,

Document Name D = g =
GR for E-sign.pdf [ | 1 of 126 m Next Step: Signer Authentication

GR for E-sign.pdf
Regarding Implementation of e-Sign and e-Seal
service for the various eGovernance Applications
of the Government of Gujarat.

Signer ID
bhadreshsinh@username.emudhra

Government of Gujarat
Science & Technology Department
Block No,7, 5 Floor, Sachivalaya,
G.R. No. EGV/10/2021/1594/IT
Date: 6" September 2021

i @ SMS OTP
Department of Science and Technology has developed e-sign and e-Seal solution for

various Government of Gujarat applications hosted at Gujarat State Data Centre, e-5ign means v )

an online electronic signature service that can facilitate to digitally sign a document without

e N ) L . 3 [0 | agree to authenticate for this transaction using above credentials and
any physical digital signature dongle/Digital Signature Certificate. eSign is an online service that [

can be integrated within various service delivery applications to facilitate digitally signing of
documents, In this regard, On behalf of Department of Science and Technology, Gujarat
Infarmatics Limited {GIL) would be the Application Service Provider (ASP) for all applications of
Government of Gujarat. For this, a standalone application has been developed for
implementation of eSign and eSeal service for the various offices & Departments of the
Government of Gujarat. This web based application which will work as a middle ware between
. Cancel & Start Again
GoG applications and eSign Service Provider (ESP) will also work as ASP for GoG and further

communicate with (Controller of Certifying Authorities) CCA empanelled ESPs (Sign Service
Provider). All GoG's application will be integrated with the proposed standalone application

and the integration would be APl based. Application needs to consume the AP| of other system

and develop the API of proposed system. The following are the indicative list of applications
that needs to be integrated with standalone application by the developer, but not limited to:
i.  Digital Gujarat Portal: DST's flagship program for providing eservices at citizens’ door
step. Currently 100+ online Citizen Centric services are running.

i IWDMS 2.0, IFMS2.0, e-Dhara, SATHI, iORA, VISWAS, ikhedut, e-Nagar, IFPS, etc.

2. "electronic signature{e-Sign)” as defined under section 2(ta) of the IT Act, 2000 and
as inserted by Information Technology Amendment Act 2008, (ITAA) means authentication of

any electronic record by a subscriber by means of the electronic technique specified in the

second schedule and includes digital signature.

Page 1ol 4

If you have any query, kindly contact Mr. Bhadreshsinh Gohil
on sa@gbu.edu.in
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7. Enter OTP and Click on “Perform eSign”

Document Name
GR for E-sign.pdf

Select Document

Regarding Implementation of e-Sign and e-Seal
service for the various eGovernance Applications
of the Government of Gujarat.

Government of Gujarat
Sclence & Technology Department
Block Ne.7, 5% Floer, Sachivalaya,
G.R. No. EGV/10/2021/1594/IT
Date: 6™ September 2021

Department of Science and Technology has developed e-sign and e-Seal solution for
various Government of Gujarat applications hosted at Gujarat State Data Centre, e-Sign means
an online electronic signature service that can facilitate to digitally sign a document without
any physical digital signature dongle/Digital Signature Certificate. eSign s an online service that
can be integrated within various service delivery applications to facilitate digitally signing of
documents, In this regard, On behalf of Department of Science and Technology, Gujarat
Informatics Limited (GIL) would be the Application Service Provider (ASP) for all applications of
Government of Gujarat. For this, a standalene application has been developed for
implementation of eSign and eSeal service for the various offices & Departments of the
Government of Gujarat. This web based application which will work as a middle ware between
GoG applications and eSign Service Provider (ESP) will alsa work as ASP for GoG and further
communicate with (Controller of Certifying Authorities) CCA empanelled ESPs (eSign Service
Provider). All GoG's application will be integrated with the proposed standalane application
and the integration would be APl based. Application needs to consume the API of other system
and develop the APl of proposed system. The following are the indicative list of applications
that needs to be integrated with standalone application by the developer, but not limited to:

i.  Digital Gujarat Portal: DST's flagship program for providing eservices at citizens’ door
step. Currently 100+ online Citizen Centric services are running.

ii.  IWDMS 2.0, IFMS2.0, e-Dhara, SATHI, iORA, VISWAS, iKhedut, e-Nagar, IFPS, etc.

2. "electronic signature(e-Sign)” as defined under section 2{ta) of the IT Act, 2000 and
as inserted by Infarmation Technology Amendment Act 2008, (ITAA) means authentication of
any electronic record by a subscriber by means of the electronic technique specified in the

secand schedule and includes digital signature.

Perform eSign

Page Lol

s (D

Complete

Next Step- Signer Authentication

GR for E-sign.pdf

Signer ID
bhadreshsinh@username.emudhra

@SMSOTP () T-OTP

| agree to authenticate for this transaction using above credentials and
continue to accept the terms and conditions under my subscriber agreement

Cancel & Start Again

If you have any query, kindly contact Mr. Bhadreshsinh Gohil
on sa@gbu.edu.in
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8. Document Signed successfully. R
Download the document.
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emudhra eSign GOHIL BHADRESHSINH ~ &
GAMBHIRSINH
Sdct Doamen
Dashboard Your document is signed successfully. Please download the document. m Sign New Document
eS5ign Transactions ”~ - .
+ - = c DOWNLOAD 2 Digital Signatures

Manage DSC

Subscription Details

Ne;Si;nam Regarding Implementation of e-Sign and e-Seal
- service for the various eGovernance Applications
Signed by Me
S of the Government of Gujarat.

Shared Documents Government of Gujarat
. Science & Technology Department
Profile Setlings Block No.7, 5'" Floor, Sachivalaya,
Registered Devices G.R. No. EGV/10/2021/1594/IT
. cth
Subscriber Agreement Date' 6 September 2021
Department of Science and Technology has developed e-sign and e-Seal solution for -

If you have any query, kindly contact Mr. Bhadreshsinh Gohil
on sa@gbu.edu.in
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9. Signed Document

Regarding Implementation of e-Sign and e-Seal
service for the various eGovernance Applications
of the Government of Gujarat.

Government of Gujarat
Science & Technology Department
Block No.7, 5" Floor, Sachivalaya,
G.R. No. EGV/10/2021/1594/IT
Date: 6™ September 2021

Department of Science and Technology has developed e-sign and e-Seal solution for
various Government of Gujarat applications hosted at Gujarat State Data Centre. e-Sign means
an online electronic signature service that can facilitate to digitally sign a document without
any physical digital signature dongle/Digital Signature Certificate. eSign is an online service that
can be integrated within various service delivery applications to facilitate digitally signing of
documents. In this regard, On behalf of Department of Science and Technology, Gujarat
Informatics Limited (GIL) would be the Application Service Provider (ASP) for all applications of
Government of Gujarat. For this, a standalone application has been developed for
implementation of eSign and eSeal service for the various offices & Departments of the
Government of Gujarat. This web based application which will work as a middle ware between
GoG applications and eSign Service Provider (ESP) will also work as ASP for GoG and further
communicate with (Controller of Certifying Authorities) CCA empanelled ESPs [eSign Service
Provider). All GoG's application will be integrated with the proposed standalone application
and the integration would be AP| based. Application needs to consume the AP of other system
and develop the API of proposed system. The following are the indicative list of applications
that needs to be integrated with standalone application by the developer, but not limited to:

i.  Digital Gujarat Portal: D5ST's flagship program for providing eservices at citizens’ door
step. Currently 100+ online Citizen Centric services are running.

il IWDMS 2.0, IFMS2.0, e-Dhara, SATHI, IORA, VISWAS, iKhedut, e-Nagar, IFPS, etc.

2. “electronic signature(e-5ign)" as defined under section 2(ta) of the IT Act, 2000 and
as inserted by Information Technology Amendment Act 2008, (ITAA) means authentication of
any electronic record by a subscriber by means of the electronic technique specified in the

second schedule and includes digital signature.

Page 1ofd

2.1

2.2

23
2.4

2.5

2.6

3.

Sub-section (4) of section 1 under chapter | of IT Act, 2000 states that the Act shall not

apply to the following DOCUMENTS OR TRANSACTIONS

1. Anesgotiable instrument (other than a cheque) as defined in section 13 of the Negotiable
Instruments Act, 1881 (26 of 1881).

2. A power-of-attorney as defined in section 1A of the Powers-of-Attorney Act, 1882 (7 of
1882).

3. Atrustas defined in section 3 of the Indian Trust Act, 1882.

4. Awill as defined in clause (h) of section 2 of the Indian Succession Act, 1925 (39 of 1925),
including any other testamentary disposition by whatever name called.

5. Any contract for the sale or conveyance of immovable property or any interest in such
property.

6. Any such class of documents or transactions as may be notified by the Central
Government in the official Gazette.

Sub-section (2) of Section 3A of IT Act, 2000 as amended vide the IT (Amendment) Act,
2008, provides that any electronic signature or electronic authentication technigue shall
be considered reliable if -

1. the signature creation data or the authentication data are, within the context in
which they are used, linked to the signatory or, as the case may be, the authenticator
and to no other person;

2. the signature creation data or the authentication data were, at the time of signing,
under the control of the signatory or, as the case may be, the authenticator and of
no other person;

3. any alteration to the electronic signature made after affixing such signature is
detectable;

4. any alteration to the information made after its authentication by electronic
signature is detectable; and

5. it fulfils such other conditions which may be prescribed.

Section 5 the IT Act, 2000 provides for the Legal recognition of digital signature.

Section 6 IT Act, 2000 provides for the Use of electronic records and digital signatures in
Government and its agencies.

Section 10A the IT Act 2000 recognises the Validity of contracts formed through electronic
means.

Sections 35, 36, 37, 38 & 39 of IT Act, 2000 provides for the issuance, Representations
upon issuance, Suspension, Revocation & Motice of Suspension or Revocation of Digital
Signature Certificate by certifying authority respectively.

After integration, the users in the applications shall be able to electronically sign a form

/ document anytime, anywhere from any browsers/ web application/mobile app and from any

device (Laptop, iPad, MOBILE etc.), without requiring any extra software/plugin to be installed

in device. Also, the system have the capability to e-sign multiple documents in bulk, as per

latest guidelines issued by CCA.

Page 2 of 4

If you have any query, kindly contact mr. bnaaresnsinn wonit

on sa@gbu.edu.in
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Signed by Me Transactions

B2 Dashboard

Status | Al v| [Jlnclude Date Range  From | 01-10-2024 | To| 01-10-2024 i
Q, eSign Transactions

# Transaction ID Request Date Document Status Actions
# Manage DSC

1 20eb04363e414506a262205%e... 01-Jan-2024 (03:04 PM) Career portal suggestions_Meeting_27-12-2023 (1).pdf Ez Share || Download || @&
[@ Subscription Details

2 9977b229d8754b0bE261a8173. 29-Mar-2023 (10:46 AM) Bhadreshsinh_Gohil_SA_AIPR-2022 pdf E= Share || Download || @

R 3 d3f8eeBcb3fadec9aSddd4B8da7 25-Mar-2023 (10:44 AM) Bhadreshsinh_Gohil_SA_AIPR-2022 pdf E= Share || Download || @&

& Signed by Me 1 7fc34b156ab448568h0326569f. . 21-Jan-2023 (04:44 PM) Firewall (1).pdf E= Share || Download || @&

[ Received Documents Showing 1 to 4 of 4 entries Show| 10 ~ | entries ‘ n |

# Shared Documents

& Profile Settings

O Registered Devices

[& Subscriber Agreement

If you have any query, kindly contact Mr. Bhadreshsinh Gohil
on sa@gbu.edu.in
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Received Documents from another person

ok GG O

GOVERNMENT O...
GOHIL BHADRESHSINH

GAMBHIRSINH

<« > G M 2% app.e-mudhra.com/recsivedDocuments,jsp

emudhra eSign

Received Documents

Dashboard i
1 A You have received 1 new document(s). Click here to view and accept the document(s).

eSign Transactions
Below is the list of documents received by you from others.
Manage DSC

Subscription Details
® -

New Signature
Signed by Me Show | 10 v entries
[ Received Documents
 Shared Documents
gs

@ Profile Settings

O Registered Devices

[® Subscriber Agreement

If you have any query, kindly contact Mr. Bhadreshsinh Gohil
on sa@gbu.edu.in
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emudhra eSign

Shared Documents
Dashboard Below is the list of documents shared by you to others.

eSign Transactions # Document Name

Shared To Date & Time Actions

Manage DSC

Subscription Details ’ l .

Mo records to display

New Signature

Show | 10 v entries

[ Received Documents

Shared Documents

o} Profile Settings

O Registered Devices

[ Subscriber Agreement

If you have any query, kindly contact Mr. Bhadreshsinh Gohil
on sa@gbu.edu.in
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