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Circular

Subject: Cyber Security Guidelines to Secure IT Assets

Reference: Circular No: DST/ADV/e-file/24/2024/0599/E-Governance, dated: 20/11/2024

In reference to the above-mentioned circular issued by the Department of Science
& Technology (DST), it is proposed to issue a comprehensive cybersecurity guideline.

The guidelines are imperative in the current digital landscape, where rapid
advancements in technology — such as digital transformation, cloud computing, artificial
intelligence (Al), and remote work—have both simplified operations and increased
vulnerabilities to cyber threats.

Key Highlights of the Cybersecurity Guidelines:

1. Desktop/Laptop and Printer Security at Office: Use only Standard User (non-
administrator) account for accessing the computer/laptops for regular work.
Desktop must be locked /logged off when the workspace is unoccupied and must
be shut down if not in use. Printer to be configured to disallow storing of print
history.

2. Antivirus Usage: Emphasizing the importance of updated antivirus software.

3. Password Management: Use complex passwords with a minimum length of 8
characters, using a combination of capital letters, small letters, numbers and
special characters.

4. Cybersecurity Resources: Providing tools and resources for enhanced security etc.

These guidelines are designed to safeguard IT systems, networks, and data while
promoting cybersecurity awareness among all employees and faculty. This measure
ensures alignment with the directive received from DST and bolsters the cybersecurity
framework at GBU. All employees are required to adhere to this guideline.

This circular has been approved by the Hon. Director General vide approved note
GBU/ITS/ e-file/265/2024/0384/ Admin/note21 dated 25/11/2024.

-Sd/-

Registrar
Attachment: DST Circular for cyber-Security guidelines dated 20/11/2024

To, 1. All GBU Faculties
2. All GBU Staff (including contractual and outsourced staff)
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GoG/state Government of Gujarat

DST Department of Science & Technology, GoG
Gol Government of India

Meity Ministry of Electronics & IT, Gol

GSWAN Gujarat State Wide Area Network

GSDC Gujarat State Data centre

0s Operating System

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secured

BIOS Basic Input Output System

VPN Virtual Private Network

uUSB Universal Serial Bus

ICT Information and Communication Technology
CERT Computer Emergency Response Team

HoD Head of Department

URL Uniform Resource Locator

OEM Original Equipment Manufacturer

UIDAI Unique Identification Authority of India, Gol
GPS Global Positioning System

NFC Near Field Communication

Al Artificial Intelligence

CISO Chief Information Security Officer

DIT Directorate of ICT & e-Governance

GSOC Gujarat Security Operation Center
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10. 10 sTORIge0] Geitiof S,

10. 11 slgfofl Ulcslal ofsAlel UelUIS] AZ5 Al 2UIRA 24dl AR F] UIE]
Hilsdl saiadl.

10. 12 gAs2i(als $IGall vaidilEgd 3d ol SAI, F81R SAI ALY Ofal U]
gaszifois 2s1S Gledl 5241,

11. AAIEI1R dURII 2HAf] HIFER]SI

1.1 A18R AlB6RH, 095 a dal (o3l sINDYAS diudl 2ol AHILUR
A(E (1A, 05 Hal dall (a1l dHIH AU Ulicial YfolfRid 59,

1.2 AYP! AIER oloR [51@ HIo AIER 8RS 2l A¥oA] /[Aeia1Hi w3RUId
eRiddl A [QAY oiFSIRA/guRiRIsSdi] Hie ¥ [oRiFId &g wieA.
Ao¥| [55Tce 30, [51A s41Ai 2A1ddl GlEl AHIEIR o6l HIRS Sl 8ldl
B Ef.

11.3 Hifedl wARel 20 a (Aoiige, RUIE udi) UIDAI ofl 42211 %3RId g} Uidol
S2 0 3 54 dofl usiAel s,

11.4  s3dAIZA va 2(EsIRA SiIfesS2A1261AE] Aa Sl MiRvaA] of1A1H 2434
ARl AHY & dofl uia3] sdl.

1.5 SISAHILR B2I ofi@l AxoA14] 18] VHai(Ei5d culsailal MelAd AUl 18R
$A1H1 A1 o1&l dofl wia?] sd.
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11.6  I8Rall GUAIAI sl dHIH ACeSUall dofl 521 Y211 12 STQC/CERT-IN
Xl UAHIBId Axod] 121 2152 210 A8[s18S s2A4d].

11.7 AR 20962150l HI2 HI2 STQC/UIDAI uaifdid ciiialzs Gus:eladl
Gu12l sdl.

11.8  AHid¥(ols Sidlal /AciA1gfe ddRHI AR 21[Bd SlgURI QUsddld 210U S
ddi &2ial UsIRAd $d1 olel. AHigRefl [Addle] USIRIG AHIEIR A(ElfcIUH B5N
Rigiu .

11.9 ], duelu, 2H1& slal, 2c@e YAl o SIgYRI BUsQI FdI sl
AARAAd Vlosulgoe GusNHI SIFURI AR AR Sei 42(ed s aigl.

11. 10 2RUaiSIS /o UAHIRIUN /[ MHIRIU/SIEf Aot UHIRIUN /1A% ¥
Aoy [Aefpfla el A18 fsdard d 2laull s ddl AHI8R Sela
o2 /MelRld 524 algl. 8 AIEIR aieiR Vo2 5] %33 81 dl, AR 6ieiR S
SA] AYY| H12S S BYA. AI€hIall HI2 DL AUIR S| % UERIA/ Vo2 524
Aef.

11. 11 A19R Ao Ba siguel Hifed]l siguel aial/Adlfbsa Aed] 2l ufsd
21| Alc2lal w182 5] il

11. 12 sigyel Adf8ga dislal d2lba AR 21 AsAA 5d1efl udlat2(] 241ud]
otel.

ail&l: UIDAI A&l 218012 243 ag) Hifed] 12 https://uidai.gov.in/ d13)e s2dl.

12. GSDC dfl 6igR 8lR2 Sd RA%Rall 1T A

12. 1 HecayPl RIsAIR Adie Hi2 SOC, GSDC, CERT-IN, NCIPC, NIC-CERT,
OEM 210l o %¥a{1241 2418 1SH0t 5 ol AR A4/ oiudl Hie ¥37]
AB2 vardi dar.

12.2  ddIH A4, sdikoe Helloll, doiudR, S2IAMA U3R ol Y221 Gus¢l U2
10y el 6150121 618 eRUIHI A41Ad & dofl uia?] sd.

12.3 i dlfSidl AUIES B Ui dHIH AR, dled§ al Yrail Gusell, 22RY, VM
ol o SIFURI ICT Jog12¢5U2 A1 Ad1RAIHI dIF19] Alaleid & d Yfoi[Rd

$9.
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9
10

11

12

13

14
15

16

HecdyPl dleds ol HR2il Gusellell ddlg [eRIRIAUR (aR]21er sY.

gl2e 5 widI5Rual / AoiAigfea] Y21l 2A1[5e &JAd B § 3+ 2ol HTTPS 2119
RisA12 & 8 5 54 dofl uiad] sdl.

¥ g-Agd Adiell Gulal s3] @l el dl g-Add 32dA SPF, DKIM,
DMARC, SMTP glefcial 2ial R4 DNS gsaiud Adoid s3la g-Aga
241321, [5Riv1ef] Ad jpuig.

% dH I Uldle] DNS 21d? &1 dl DNS Spoofing 1ol DNS poison 1sdi #i2
BIND DNS 4<2i u2 DNSSEC 19} 524,

ol SIARAIA dIUI] &l 81d dl sIkRAUId6 olel UIe [5s1ce 34 ofe grudldf]
Ul(cRf] @13y 5] vial AIss2A A1 2ol SR2alI0t 4 HI2 ¥33] Ul % ulddl.
IPS, HIPS, AV d3l23i [aia@d 3d [[AU2 AUSe s4.

Windows RisjR2] U 21uSe 541, %1 Linux AR &1y dl rdI32101 Sad ol
Aol A1 ugAHRTHI 28] UUN 2uS2 $AI FgA. URIdPI Hie WSUS 44|
yum Ad2efl Guflol s3] QIS €1,

91221 MUl HI2 dHIH oiS(A21 2ol 41622121 gRAYERAal 250l S VHal [
qumRIsdidl A&l uglRudl usdl Alsxssyeaid sigdla BeeR sdl.

W] dIgfe ol ANod] HIAAR AR A [G4@Id 230l SAUI HI2 Ae
s2d 8 dofl uia?] sdl.

M(AA% A1S1Bo2ail GUAILIg] YR AUl $Y. AHIOIHI 21891 MI[AAYol
Rigidell 2xHd sl i Yell dAsed ¥3R o &y & Yedl sigue
quRIsdizilal Aslal AsAA AIUdl AR alal. FHal JAsAc1R222
As1Bo2Aall ¥3[RUId &lu AA AR %37 &lA AR ¥ doll Guldl s
AN,

A(FE] UY[TIAT $241 HI2 &R oflol —AS [ 612222 AUsIGoeall GUAIal s1l.
ANHI 291 WNAA%a €:ulaiHi AVla sigd, [53s23] Aa deus A
ud1a13(1A1 2B AsAA [oiiz@Nal ANsddl. 1 sl duRiRISdial HI2l UISSA
s1gd] 2s AsAval] %32 81, dl dofl WA d si1gdl, [Bse3N 214 A4l
A2 AsAA ald] A A olel.

gAd &Rl uAIlka adl Microsoft Office sigfalAiell Asl RsigdAa SlAaid
sdl. 2dypl Office Y2 AaSAclal vied gAYA &%IRI MAIla Microsoft
Office sigdlal vilddl s Office Viewer A1s2d201l GU1al 54,
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17 21 ARCA3A0l / doidlge dls AAoA AUl WAF Y1890 gAUdIAHI A1dd &1
dl X-Forwarded for (XFF) 2iaioid 21ug, ¥/ 30 IP doi AsAAH dlIHi SR
SID)

18 2534, malicious (dsd 21al AU BMoARalcll UAIAA ANOUUl HI2
sduR] Rzl sRisHIof A1l $G Aol AHE S4].

19 [Aosix AAlaila AdAH1 UIgRId dHal Linux AH181Rd A4 4sla slAcid
2Auig.

20 A9 2191 AN dHIH Guswellad] (aulFd VA/PT (dcolR(c(Gé)
AAAA e Vil Uallol 222121) §29. H1€R] d, ial sy dedl dirR VAPT
S A,

21 dHIRI ASAUWRY 19y d SIF S & dofl Uid?] sl HIZ2 AsAa 2212 7
22 s.

22 I S3lal oldI-2A¥2S SlAcd HI2 [G8iRA ddid 21162uiIBos 2il5se]
Hilol2fal A&yl "wgoflsa” Feard] 2ucifEia 21Ese] v (eiR]21el 529 g
Y| oAl S A,

23 g SoidIAal el21SUl HI2 WA ULl JASY &l i IP odlf$21 2184l ¢HIaN(Es
2ol Mldoiel di9) s3] S B,

24 RHle 32s21U, 2dale, SSH 2al Ao sigurl dglad]l AsAAa ssd VPN IP
HIZ % HY3) ald] Hg.

25 Anydesk, Ammy Admin, Team Viewer %di slguel 312 As(A(c1222l0
2c1ofl BU1dl 54 el

13. RiIsANREl Asd1e%3] 21a doiflsoe U122l

13.

13.

1 DST (https://dst.gujarat.gov.in), NIC-CERT (https://niccert.nic.in) ial
CERT-In (https://www.cert-in.org.in) &I21 UsIRId 211 AsdIgs]o] Ui
$9.

2 RISRUE A al B2 Aga Alba sigurr ARIGR Y2l Hotflscedfl el
GSDC &l Zld  (incident-certg@gujarat.gov.in)a 4ol CERT-In
(incident@cert.org.in)al sd.
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14. ARIoR [R[ISARE] A€ol

CIIRA ASIR &%IRI USIRIA AR Y2211 A6i[Ed YUaiiAl /Hiled dcifea agf [dara

HI2 ofldoll AA18allol] AR dS ASIA B

Sr. Resource URL Description
1 https://www.meity.gov.in/c Laws, Policies & Guidelines
yber-security-division
2 https://www.cert-in.org.in Security Advisories,
Guidelines & Alerts
3 https://nic-cert.nic.in Security Advisories,
Guidelines & Alerts
4 https://www.csk.gov.in Security Tools & Best
Practices
5 https://infosecawareness.in/ Security Awareness
Materials
6 http://cybercrime.gov.in Report Cyber Crime, Cyber
Safety Tips
7 https://dst.gujarat.gov.in Law, Policies, Guidelines &
Advisories
8 https://gswan.gujarat.gov.in Security Tools, Guidelines &
Advisories

15. s goglalRial RisyRE] 2ABAR (CISO)

AR [Qeiiar/sAAi foiysa Als doslalia Rsylel 1542 (CISO) A
DST/DIT/GSOC %121 [GlERId 214612 [RIsAIRE] siRisHlcll AAAIS21 312 FUIGER
8. Al A1eR RIsAIRE Uil anegfsdigel, 2o 112520 Uida AlolZd 52 8,
sAUIRRAAI A1RYGR RisAUIRE] 213 1A FAId & 2al R2H 2USRAel] Eufus
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AU B, CISO RsA1RE] AsdignIA] U2 AHAA Ualdi d 8, [¢lRjuFd AIRACGR
RIsAIRE] A1[520] 2ASCol S & ol oldl —2Adolod UI¥sAH A3AIAL] ¥ AIRIGR
AR2tlal edlaiHi 2Aullal duIR sUIHI 2419 dofl WId?] s 8.

16. 2HoMIdal

A¥AAd  ARSRoll 23U, SR AIEIRA/AHIBRAA  2uAlkd  dHIAH
sAUIRA1 /A1(ESIRNAT ARYGR Y2i1 HIFERISIO] YAUL] UIdal $d1g] 82 €l
dal faifZd sdiofl ¥dictieR] ¥—a [Qei1a1/ viidl /s3]l dsiol] 28R1. %1 HIGTERIS|
o] Uldol SUIAHI ofel 1A dl 2Acif@ia CISO/[Aei121/HoDs/oll§ /PSU/S2ld &s
8500f] 242121 &IRI SIF¥dIE] SAUIHI AU,
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CYBER SECURITY GUIDELINES FOR PROTECTING STATE IT ASSETS

e ABBREVIATION

GoG/state Government of Gujarat

DST Department of Science & Technology, GoG
Gol Government of India

Meity Ministry of Electronics & IT, Gol

GSWAN Gujarat State Wide Area Network

GSDC Gujarat State Data centre

0S Operating System

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secured

BIOS Basic Input Output System

VPN Virtual Private Network

USB Universal Serial Bus

ICT Information and Communication Technology
CERT Computer Emergency Response Team

HoD Head of Department

URL Uniform Resource Locator

OEM Original Equipment Manufacturer

UIDAI Unique Identification Authority of India, Gol
GPS Global Positioning System

NFC Near Field Communication

Al Artificial Intelligence

CISO Chief Information Security Officer

DIT Directorate of ICT & e-Governance

GSOC Gujarat Security Operation Center
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CYBER SECURITY GUIDELINES FOR PROTECTING STATE IT ASSETS

e INTRODUCTION

In this digital era, technology is evolving in various forms, like digital transformation
Initiatives, cloud computing, Al, and remote work. Technology is an enabler in
creating ease of life and ease of doing business. Consequently, cyber threats and risk
incidents have increased significantly worldwide. There is growing risk of cyber
threats affecting IT networks, systems, and data, which can negatively affect e-
governance and result in substantial costs.

This guideline has been prepared with the objective to create a safe and secure ICT
environment in the state.

1. SCOPE

All  Gujarat Government(GoG) Departments/Head of the Departments
/Board/Public Sector Undertakings/Organizations under control and its officers/
employees (including outsourced/contractual employees) are required to adhered to
this guideline.

2. DESKTOP/LAPTOP AND PRINTER SECURITY AT OFFICE

2.1 Use only Standard User (non-administrator) account for accessing the
computer/laptops for regular work. If required admin access to be given to
users with approval from appropriate authority.

2.2 Set BIOS Password for booting.

2.3 Ensure that the Operating System and BIOS firmware are updated with the
latest updates/patches.

2.4 Install Antivirus client/software provided by DST from URL
http://gswan.qujarat.gov.in/ on your systems and ensure that it is updated with
the latest virus definitions, signatures and patches.

2.5 Applications/software’s, which are related to official work, shall be
installed/used; any other application/software shall not be installed/used.

2.6 Desktop must be locked/logged off when workspace is unoccupied and must
be shut down if not in use.

2.7 Keep Desktop/Laptop and printer’s software updated with the latest
updates/patches.

2.8 All printer trays and fax trays of machines should be cleared of papers as soon
as they are printed. Printouts containing Restricted or Sensitive information
should be immediately removed from the printer.

2.9 Setup unique pass codes for shared printers.

2.10 Internet access to the printer should not be allowed.
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2.11
2.12
2.13

2.14

2.15

2.16
2.17

2.18

CYBER SECURITY GUIDELINES FOR PROTECTING STATE IT ASSETS

Printer to be configured to disallow storing of print history.

Enable Desktop Firewall for controlling information access.

Keep the GPS, Bluetooth, NFC and other sensors disabled on the desktops
/laptops and mobile phones. They may be enabled only when required.

Use VPN service provided by GSDC for connecting to any IT Assets located
in State Data Centre and the system must be equipped with up-to-date antivirus
software.

Do not use any external Mobile App based scanner services (ex: Cam scanner)
for scanning internal government documents.

Don’t use pirated Operating systems and software/applications.

Don’t write down any passwords, IP addresses, network diagrams or other
sensitive information on any unsecured material (ex: sticky/post-it notes, plain
paper pinned or posted on your table) and also Don’t share it with any
unauthorized person.

Take regular offline backup of important data.

3. PASSWORD MANAGEMENT

3.1

3.2
3.3

3.4

3.5

Use complex passwords with a minimum length of 8 characters, using a
combination of capital letters, small letters, numbers and special characters.
Use Multi-Factor Authentication, wherever available.

Users must use a separate, unique password for each of their work related
accounts.

Don’t save passwords, payment related information or any important data in
the internet browser or in any unprotected documents.

Passwords must be kept secret and should not be shared.

4. INTERNET BROWSING SECURITY

4.1

4.2

4.3

4.4

4.5

While accessing Government applications/services, email services or
banking/payment related services or any other important application/services,
always use Private Browsing/Incognito Mode in your browser.

While accessing sites where user login is required, always type the site’s
domain name/URL, manually on the browser’s address bar, rather than clicking
on any link.

Use the latest version of the internet browser and ensure that the browser is
updated with the latest updates/patches.

Don’t use any 31 party anonymization services (ex: Nord VPN, Express VPN,
Tor, Proxies etc).

Don’t use any 31 party toolbars & extensions/plugins (ex: download manager,
weather tool bar, ask me tool bar etc.) in internet browser.
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Don’t download any unauthorized or pirated content /software from the
internet (ex: pirated - movies, songs, e-books, software’s).

Don’t use your official systems for installing or playing any Games.

Observe caution while opening any shortened URLSs (ex: tinyurl.com/ab534/)
or popup window. Many malwares and phishing sites abuse URL shortener
services. Such links may lead to a phishing/malware webpage, which could
compromise your device.

5. MOBILE SECURITY

5.1

5.2

53

54
55

5.6

5.7

5.8

5.9

5.10
511

5.12

5.13

5.14
@

Ensure that the mobile operating system is updated with the latest available
updates/patches from trusted sources only.

Keep the Wi-Fi, GPS, Bluetooth, NFC and other sensors disabled on the mobile
phones. They may be enabled only when required.

Download Apps from official app stores of Google (for android) and apple (for
i0S).

Don’t accept any unknown request for Bluetooth pairing or file sharing.
Before installing an App, carefully read and understand the device permissions
required by the App along with the purpose of each permission.

In case of any disparity between the permissions requested and the functionality
provided by an app, users are advised not to install the App or deny for specific
permission or allow while using the app only. (Ex: A calculator app requesting
GPS and Bluetooth permission; There is no use of GPS & Bluetooth in
calculator application. So, such type of permission is required to disable).
Note down the unique 15-digit IMEI number of the mobile device and keep it
offline. It can be useful for reporting in case of physical loss of mobile device.
Use auto lock to automatically lock the phone or keypad lock protected by pass
code/ security patterns/ Biometrics to restrict access to your mobile phone.
Use the feature of Mobile Tracking which automatically sends messages to two
preselected phone numbers of your choice which could help if the mobile
phone is lost/ stolen. Alternatively, you can use Find my Device functionality
(if Available).

Take regular offline backup of your phone.

Before transferring the data to Mobile from computer, the data should be
scanned with Antivirus having the latest updates.

Observe caution while opening any links shared through SMS, QR Codes or
social media etc., where the links are preceded by exciting offers/discounts etc.,
or may claim to provide details about any latest news. Such links may lead to
a phishing/malware webpage, which could compromise your device.

Report lost or stolen devices immediately to the nearest Police Station and
concerned service provider.

Disable automatic downloads in your phone.
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5.15 Always keep mobile software updated from authorized OEMs.

6. E-MAIL SECURITY

6.1
6.2
6.3

6.4

6.5
6.6

Do not share the email password with any persons.

Don’t use any unauthorized/external email services for official communication.
Don’t click/open any link or attachment contained in mails sent by unknown
sender.

Never open any files or macros attached to an email from an unknown,
suspicious or untrustworthy source. Observe caution with documents
containing macros while downloaded as attachments or received from non-
trusted source, always select the “disable macros” option and ensure that
protected mode is enabled on your office productivity applications like MS
Office.

Disable automatically forwarding email to a third party email system.

Do not use official email id provided by Government for any personal usage.

7. REMOVABLE MEDIA SECURITY

7.1

7.2
7.3
7.4
7.5

Perform a low format of the removable media before the first-time usage(EX.
Portable Hard Disk, Pen drive, CD etc.)

Perform a secure wipe to delete the contents of the removable media.

Scan the removable media with Antivirus software before accessing it.
Always protect your documents with strong password.
Don’t plug-in the removable media on any unauthorized devices.

8. SOCIAL MEDIA SECURITY

8.1

8.2

8.3

8.4

8.5

8.6

8.7
8.8

Limit and control the use/exposure of personal information while accessing
social media and networking sites.

Always check the authenticity of the person before accepting a request as
friend/contact.

Use Multi-Factor authentication to secure the social media accounts.

Do not click on the links or files sent by any unknown contact/user.

Do not publish or post or share any internal government documents or any
information not intended for public on social media.

Do not publish or post or share any unverified information through social
media.

Do not share the official email address on any social media platform.

To follow the guidelines to be issued by Department of Science and
Technology from time to time.
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9. ANTIVIRUS USAGE

9.1
9.2
9.3
9.4
9.5

9.6

9.7

9.8

User shall install enterprise grade endpoint antivirus solution of DST.

User can download the antivirus solution from https://gswan.gujarat.gov.in/.
User shall periodically run full scan on his/her computer using above antivirus.
User shall uninstall any other antivirus software installed on their system apart
from above antivirus solution.

Users shall exercise due caution while opening e-mail attachments received
from unknown senders as they may contain viruses or other malicious software.
User/Department should remove infected device (any virus/malware/
ransomware etc.) from GSWAN/Government network and send the report of
such device to GSDC Security team at e-mail address: incident-
certg@gujarat.gov.in.

Department/HoD shall ensure that computer systems owned by department
shall be kept up to date with latest/supported versions of software and operating
system and Anti-virus solution installed.

Please refer to Security & Antivirus software guideline at
https://gswan.gujarat.gov.in.

10. INTERNET USAGE

The following actions are illegal, so employees need to be aware of that;

10.
10.
10.

10.
10.

10.
10.

10.
10.

10.

1

2
3
4
5

~N O

© 0

Owning, downloading, or disseminating obscene content.
Taking advantage of computer systems without authorization.
Attempting to circumvent the electronic network security features.

Virus transmission with malicious intent.

Erasing, changing, or encrypting data without permission with the intention
of blocking access by those who legitimately need to access it.

Obstructing others' access to and use of their data and computers legally.
Sending unauthorized electronic messages that make people fear for their
safety or the safety of anyone they know.

Spreading messages that incite hatred or violence against recognizable groups.
Intercepting electronic mail or private conversations of others while it is being
sent.

10 Committing a copyright violation.
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10.

10.

11.
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11 Spreading false information that could harm someone's reputation, such as

rumours or accusations.
12 Unauthorized destruction, alterations, or falsification of electronic records.

ADVISORY FOR AADHAAR USAGE

11.

11.

1.

1.

1.

11.

11.

11.

11.

11.

11.

11.

1 Read Aadhaar Act, 2016 and its Regulations carefully and ensure compliance
of all the provisions of the Aadhaar Act, 2016 and its Regulations.

2 Full Aadhaar number display must be controlled only for the Aadhaar holder
or various special roles/users having the need within the agency/department.
Otherwise, by default, all displays should be masked.

3 Verify that information dissemination points (website, report etc) should
comply with UIDAI’s security requirements.

4 Ensure that employees and officials understand the implications of the
confidentiality and data privacy breach.

5 Ensure no Aadhaar data is displayed or disclosed to external agencies or
unauthorized persons.

6 Get all the applications using Aadhaar audited & certified for its data security
by appropriate authority such as STQC/CERT-IN.

7 Use only STQC/UIDAI certified biometric devices for Aadhaar
authentication.

8 Do not publish any personal identifiable data including Aadhaar in public
domain/websites etc. Publication of Aadhaar details is punishable under
Aadhaar act.

9 Do not store any Aadhaar based data in any unprotected endpoint devices,
such as PCs, laptops or smart phones or tablets or any other devices.

10 Do not print/display out personally identifiable Aadhaar data mapped with
any other departmental data such as on ration card/birth certificate/caste
certificate/any other certificate/document. Aadhaar number if required to be
printed, Aadhaar number should be truncated or masked. Only last four digits
of Aadhaar can be displayed/printed.

11 Do not disclose any Aadhaar related information to any external/unauthorized
agency or individual or entity.

12 Do not permit any unauthorized people to access stored Aadhaar data.

Note: For more details visit site of UIDAI at https://uidai.gov.in/

12. STATE IT ASSETS HOSTED OUTSIDE GSDC
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12.1  Co-ordinate with SOC, GSDC, CERT-IN, NCIIPC, NIC-CERT, OEMs and
other agencies for critical security advisories and take necessary proactive
measures to ward-off cyber threats.

12.2 Ensure that proper security hardening is carried out on all servers, client
machines, webservers, databases, etc and security devices.

12.3  Ensure that logging is enabled in all servers, network & security devices,
storage, VMs and any other ICT Infrastructure or Services, where logging is
supported.

12.4  Regularly monitor the logs of critical network and security devices.

12.5 Ensure that hosted applications/websites should be security audited and
deployed with HTTP-secured.

12.6 If using e-mail service then e-mail gateway should protect e-mail Spamming,
Phishing by enabling SPF, DKIM, DMARC, SMTP throttling and reverse
DNS lookup.

12.7 If your own DNS Server, then Implement DNSSEC on BIND DNS servers
to prevent DNS spoofing and DNS poisoning.

12.8 If using Firewall, then apply Firewall all Port denied policy and opened only
required ports between particular source and destination.

12.9 Regular Signature Updating of IPS, HIPS, AV etc.

12. 10 Window Security patches should be updated. If Linux server then update
patches in consultation with application developing agency. You may use
WSUS or yum server for patching.

12. 11 Scan all incoming and outgoing emails to detect threats and filter executable
files from reaching the end users.

12. 12 Ensure anti-virus and anti-malware solutions are set to automatically conduct
regular scans.

12. 13 Manage the use of privileged accounts. Implement the principle of least
privilege. No users should be assigned administrative access unless
absolutely needed. Those with a need for administrator accounts should only
use them when necessary.

12. 14 Always use a non-administrator account for carrying out day to day activities.

12.15 Configure access controls including file, directory, and network share
permissions with least privilege in mind. If a user only needs to read specific
files, they should not have write access to those files, directories, or shares.

12. 16 Disable macro scripts from Microsoft Office files transmitted via email.
Consider using Office Viewer software to open Microsoft Office files
transmitted via email instead of full Office suite applications.

12. 17 If the Application/Website is behind a Load Balancer or WAF, then please
ensure that X-Forwarded for (XFF) is enabled, so that the Original IP is
captured in the web access logs.

12. 18 Develop, institute, and practice employee education programs for identifying
scams, malicious links, and attempted social engineering.

@

Department of Science & Technology, Government of Gujarat Page 10 of 12



CYBER SECURITY GUIDELINES FOR PROTECTING STATE IT ASSETS

12.19 Disable PowerShell in Windows based servers and sudo in Linux based
servers.

12.20 Run regular VA/PT (Vulnerability and Penetration Testing) of all devices, at
least half yearly. Ideally, run these as often as possible and practical.

12.21 Test your backups through restore to ensure they work correctly upon use.

12. 22 Monitoring all outbound traffic especially the traffic that is destined to newly-
registered domains or belongs to the category: "Uncategorized" should be
inspected closely or blocked.

12. 23 Where ever possible IP restriction or Geo-location restrictions may be applied
to reduce the canvas of attack.

12. 24 Remote desktop, Telnet, SSH and any other Administrative Access should be
allowed only for VPN IPs.

12.25 Do not use any remote administration tools like Anydesk, Ammy Admin,
Team Viewer etc.

13. SECURITY ADVISORY AND INCIDENT REPORTING

13.1 Adhere to the Security Advisories published by DST
(https://dst.gujarat.gov.in), NIC-CERT (https://niccert.nic.in) and CERT-In
(https://www.cert-in.org.in).

13.2  Report any cyber security incident, including suspicious mails and phishing
mails to GSDC security (incident-certg@gqujarat.gov.in) and CERT-In
(incident@cert.org.in).

14. CYBER SECURITY RESOURCES

The following resources may be referred for more details regarding the cyber
security related notifications/information published by Government of India:

I Resource URL Description
1 https://www.meity.gov.in/cy Laws, Policies &
ber-security-division Guidelines

2 https://www.cert-in.org.in Security Advisories,
Guidelines & Alerts

3 https://nic-cert.nic.in Security Advisories,
Guidelines & Alerts

4 https://www.csk.gov.in Security Tools & Best

Practices
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5 https://infosecawareness.in/ Security Awareness
Materials

6 http://cybercrime.gov.in Report Cyber Crime, Cyber
Safety Tips

7 https://dst.gujarat.gov.in Law, Policies, Guidelines &
Advisories

8 https://gswan.gujarat.gov.in Security Tools, Guidelines

& Advisories

15. CHIEF INFORMATION SECURITY OFFICER (CISO)

The Chief Information Security Officer (CISO) in a government department is
responsible for implementing cybersecurity programs as directed by
DST/DIT/GSOC. They ensure compliance with cybersecurity policies, promote
awareness among employees, and oversee system updates. The CISO promptly
addresses security advisories, coordinates regular security audits, and ensures new
e-governance projects are designed with cybersecurity in mind from the start.

16. COMPLIANCE

All Gujarat Government (GoG) Departments/Head of the Departments/Board/Public
Sector Undertakings/Organizations under control and its officers/femployees
(including outsourced/contractual employees) are required to strictly adhere to the
guidelines mentioned in this document. Any non-compliance may be acted upon by
the respective CISOs/Department/Head of the Departments/Board/Public Sector
Undertakings/Organizations under control heads.
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